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Introduction 

You head up information security for a U.S. healthcare organization, be it a provider, payer, pharmacy benefit manager 

or pharmacy. Your patient (or member) data was just breached. You are in good company – and far from alone.

Startlingly, 90% of U.S. healthcare organizations had a cyber breach in 2014; 40% experienced more than five 

breaches in the two years before 2015, at an average cost of $2.1 million per breach and an estimated aggregate price 

tag of $3 billion annually.1 Fast forward to 2016, healthcare breaches constitute more than a third (34%) of all reported 

breaches compiled by the Identity Theft Resource Center as of its July 5 report.2 That’s more than any other industry.

While these numbers may take your breath away – and explain why your board, senior management, and regulators are 

suddenly asking you questions about protecting health and other sensitive data – they should not surprise you. Headlines 

make clear that the world is at cyber war, a war that has spread to every industry possessing information assets of value. 

As businesses in all industries “digitize” various aspects of their operations, from customer interaction to every partner 

relationship in their supply chains, their entire organizations become electronically exposed – and vulnerable to cyber 

attacks. And as breach statistics and regulations such as HIPAA and the HITECH Act demonstrate so clearly, healthcare 

organizations possess some of the most valuable information of all. They are prime targets for bad actors. 

Consequently, the headlines keep rolling in. Multiple hospitals and other providers across the U.S. were hard hit by 

ransomware attacks in March 2016. Such disruptions at hospitals can have a dire impact, and at least one elected to 

pay the ransom while others shut down affected systems – causing disruptions of service at several other hospitals and 

affiliate care providers using shared systems. Then, in late June, reports surfaced of a hacker offering to sell 655,000 

patient records stolen in three separate attacks for an aggregate price of $682,111.

How can healthcare organizations cope with such a new and fast-changing cyber threat environment? 

1. Fifth Annual Benchmark Study on Privacy & Security of Healthcare Data (Ponemon Institute Research Report: May 2015).

2. Data Breach Reports (Identity Theft Resource Center: July 2016). 
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It’s Time to Shift to Cyber Resilience
Urgently, the healthcare industry must make peace with the fact that cyber breaches cannot be prevented 100% of 

the time. Healthcare organizations must accept that the digitization of health records and almost every other aspect 

of healthcare, combined with the increased connectivity of patients, clinicians, administrators, medical devices, and 

organizations, creates a complex security landscape that leaves all healthcare enterprises vulnerable to cyber risk. 

What’s not very encouraging is the gap that exists between attacks that are occurring across various industries, 

including healthcare, and time to detection and response. As seen in the figure below, data based on Verizon’s 2016 

Data Breach Investigations Report, 75% of the organizations take weeks or longer to detect and respond to events, 

increasing the likely impact of the incident.

But knowing you will be attacked does not leave you powerless. In fact, that certainty is empowering a far more 

effective cybersecurity approach, pushing thinking (and budgeting) away from the dominant prevention approach in 

vogue today and toward one of cyber resilience. By adopting cyber resilience, healthcare organizations will be better 

equipped to withstand inevitable cyber breaches. Acknowledging that intruders will enter your information network, 

resilience strategies aim to rapidly detect, respond to, and recover from those intrusions. By identifying and expelling 

intruders sooner, resilience can minimize damage and related costs to the organization, and enable you to more 

rapidly resume normal operations. See concept in the diagram below:  
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Our goal in this paper is to provide healthcare industry members (whether CISOs or Heads of IT Security, Legal, 

Compliance, HR, senior executives or board members), regardless of size or information security maturity, with a 

roadmap to that shift. We explore why securing your environment isn’t enough by itself, and provide an overview of 

the crucial steps you should take to prepare for cyber intrusions, to detect such intrusions before they become serious 

breaches, to respond to them proactively and to recover from them effectively. That is the essence of cyber resilience.  

Neither Compliance, nor a Well-Secured Environment, Are Enough to 
Manage Cyber Risk

While cyber breach news and statistics testify eloquently to the truth of this subhead, let’s make clear the underlying 

reasons. Securing the environment is not enough because it is impossible to secure a healthcare organization with 

100% certainty. The challenges include:

• Rapid technology innovation (telemedicine, personal health monitoring devices, network-connected medical 

devices, health information exchanges, etc.) continuously introduces new potential cyber vulnerabilities.

• Cyber risk exposure grows in often unseen ways every time a healthcare organization extends its capabilities 

through outsourcing, partnering, or contractors; or undergoes a reorganization, merger, acquisition, or divestiture.

• Identifying and assessing all of a healthcare organization’s high-risk information, and who owns it, is an enormous 

challenge – and you can’t secure something if you don’t even know it exists.

• Balancing security with business needs is an art few have mastered. Too often “locking down” the environment 

from a security perspective impedes appropriate business activity.

• The true cost of the complex, long-term initiatives required to even get close to 100% security is very high, and its 

ROI is hard to quantify. 

Another aspect of healthcare’s “securing the environment” challenge is that 

cyber attackers are simply too well motivated, resourced, and diverse. Over 

the past five years, criminal attacks increased 125% to become the number 

one healthcare cyber threat in 2015, responsible for 45% of all breaches.3 

But including attacks by criminals and all actors, 40% resulted from 

unintentional employee actions (e.g., responding to phishing scams), 12% 

from malicious employee actions, 39% from errors by third parties (such as 

business associates), and 31% from technical glitches. 

3. Fifth Annual Benchmark Study on Privacy & Security of Healthcare Data (Ponemon Institute Research Report: May 2015).

52% of Hospitals 
Breached & Didn’t 
Know It: 

In 2015, HITRUST installed 
cyber monitoring systems at 90 
U.S. hospitals and previously 
undetected malware was 
discovered in 52% of the cases. 
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When more than half of reported breaches have a root cause based in employee actions (both malicious and 

unintended), and another two-fifths come through partners with legitimate access, securing your environment against 

outside penetration is virtually irrelevant. 

Further, when it comes to compliance, too many healthcare organizations believe that as long as they are compliant 

with the myriad of rules and regulations to which they are subject, they are safe. That statement is profoundly 

false. As mission critical as compliance is, in cybersecurity it is only the floor. If you don’t build on your floor, your 

house remains empty. Healthcare organizations must implement cybersecurity controls not only from a compliance 

standpoint but also from a cyber risk management perspective such as leveraging the Health Information Trust Alliance 

(HITRUST) CSF4 and Industry Implementation of the NIST Cybersecurity Framework to maintain a continuous state of 

cyber resilience.5

Shift Beyond Compliance and Perimeter Security to Cyber Resilience
With traditional “defense-in-depth” security and regulatory compliance both demonstrably insufficient to the task of 

mitigating cyber risk, the vanguard of healthcare organizations are adopting cyber resilience. If yours is not yet among 

them, it is now time to make the move. 

Cyber resilience focuses on a healthcare organization’s ability to detect, respond, and recover. It’s about detecting 

external cyber threats and internal vulnerabilities early, so that risk and actual damage can be minimized through fast, 

appropriate response. Once you accept the “when, not if” mindset that cyber breaches are inevitable, you can focus 

on preparing for potential service disruptions. That means learning and practicing the threat detection and response 

processes that enable mission critical healthcare services to continue during and immediately after cyber disruptions – 

even when you face challenges you could never anticipate or imagine. 

We are breaking cyber resilience down into the following crucial elements that healthcare organizations should focus on: 

1. Maintaining a strong internal controls framework; 

2. Establishing an enterprise-wide culture of cybersecurity awareness; 

3. Identifying your particular organization’s most critical assets;

4. Proactively hunting and detecting cyber threats;

5. Maintaining robust incident response plans to manage situations when bad things do happen; 

6. Testing that plan frequently to establish organizational preparedness, while continuously improving the plan; and 

7. Engaging and sharing information with your peers.

4. HITRUST CSF Version 8, (HITRUST Alliance: July 2016), https://hitrustalliance.net/hitrust-csf/.

5. Healthcare Sector Cybersecurity Framework Implementation Guide, (Department of Homeland Security: May 2016),  

https://www.us-cert.gov/sites/default/files/c3vp/framework_guidance/HPH_Framework_Implementation_Guidance.pdf. 

https://hitrustalliance.net/hitrust-csf/
https://www.us-cert.gov/sites/default/files/c3vp/framework_guidance/HPH_Framework_Implementation_Guidance.pdf
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Enterprise-wide Cyber Resilience Comes from the Top Down
A key insight necessary for all seven elements is that neither the CISO nor the entire IT department can mitigate 

healthcare cyber risk alone. It takes the entire healthcare organization, including business stakeholders, operating under 

the guidance of clear cyber governance – i.e., well-understood cyber policies, procedures, management, technologies, 

and expectations, all functioning together. And any initiative that requires such wide participation can succeed only when 

senior leadership strongly advocates it by setting the tone at the top and injecting it into the culture of the organization.

Further, some of the seven elements may seem counterintuitive at first or go against the cultural grain of some 

organizations. Monitoring or actively hunting for threats are non-traditional activities for most healthcare 

organizations, as is practicing cyber response – and they all come with added cost. So without solid understanding 

and public support from the top, a healthcare organization is unlikely to embrace them all culturally or budget for 

them properly. Therefore, they must be well understood by, and consistently communicated from, the top down. 

Four High-Level Questions Boards Should Ask

For the boards of directors or trustees of healthcare organizations, cybersecurity is an issue of enterprise 
risk – and as with all enterprise risks, the key focus is mitigation not prevention. This universally understood 
enterprise-risk guideline is especially helpful in the context of cybersecurity because, as this paper has 
established, no one can prevent cyber breaches. 

Given a focus on risk mitigation (not prevention), the best way for healthcare boards to approach cybersecurity 
is to foster the shift to cyber resilience. To do so, boards can ask themselves – and their executive teams – the 
following high-level questions: 

• Has our organization appropriately assessed all its cybersecurity-related risks? What reasonable steps have we 
taken to evaluate those risks? 

• Have we appropriately prioritized our cybersecurity risks, from most critical to non-critical? 

• What actions are we taking to mitigate cybersecurity risks? Do we have sufficient threat detection capability 
and the right personnel to operate it? Have we trained all employees to recognize the signs of a potential 
intrusion and what to do about it?

• Do we have a regularly tested, resilience-inspired incident response plan with which to meet cyber threats? 



The Healthcare Cyber Shift

© 2016 HITRUST Alliance. All rights reserved.

7

1. Strong Internal Controls
Internal cybersecurity controls are crucial to any enterprise, of course, but far more so for healthcare organizations 

due to the multitude of security, privacy, and regulatory challenges they face. Such controls also provide the first line 

of critical information to aid threat responders when intruders do get in. The HITRUST CSF, a healthcare-industry-

specific controls framework, is among the most widely deployed by healthcare organizations. By including federal 

and state regulations, standards and frameworks, and incorporating a risk-based approach, HITRUST’s CSF helps 

organizations address these challenges through a comprehensive and flexible framework of prescriptive and scalable 

security controls. In addition, the HITRUST CSF and CSF Assurance programs are the basis for the healthcare industry’s 

implementation guidance for the NIST Cybersecurity Framework referenced earlier in footnote No. 5.

2. Cyber-Aware Culture
When it comes to a cyber-aware culture, many think instantly of password quality or the logging off of your computer. 

While important, that’s similar to the “floor” of compliance. What’s critical to a healthcare organization’s cyber 

resilience is the rigor with which the use of sensitive and protected health information (PHI) is documented. All 

healthcare organizations will have informal information flows to support the real way work gets done. A cyber-aware 

culture will document even those informal flows to help establish the preparedness necessary for resilience. Similarly, 

staff should be taught cyber-aware procedures, such as disconnecting their device from the network at the first sign 

of malware, but not turning it off so as to preserve its “state” for cyber forensics investigators. Again, these cultural 

attributes can translate directly into valuable information that accelerates detection, response, and recovery. 

3. Identify Your Critical Assets
Effective cyber resilience – not to mention deployment of any security controls framework – requires identifying a 

healthcare organization’s most critical assets. Knowing what needs protection most enables the organization to focus 

controls in those areas, directs proactive threat detection activity to where it’s most needed and, finally, tells first 

responders where to start when a breach is suspected. Remember, your budgets are limited and expert cybersecurity 

personnel are rare (relative to the demand for them), so cybersecurity investment must be prioritized based on a 

customized assessment of your organization’s most valuable assets and its greatest cyber vulnerabilities. 

4. Proactive Threat Detection is a Must
We know that every healthcare organization is and will continue to be a prime cyber-attack target, and that 

the velocity and sophistication of attack vectors will continue to rise over time. To reduce cyber risk, healthcare 

organizations must actively hunt for intruders, which means having the capabilities in place to rapidly detect potential 

threats or breaches before they spiral out of control and become a bigger headache. 

Sophisticated cyber-attacks take several weeks or months of planning and execution, and bad actors do their best to leave 

no traces. Meanwhile, the impact of a breach in terms of cost and reputation increases the longer it remains unidentified 

and uncontained. If you detect an attacker in your network in three days instead of three months, you can mitigate 

the damages and potentially win a battle that lessens the impact to the organization and enables it to maintain normal 

operations. Think about it: a bad actor who gains access to a workstation through a phishing attack can do limited 
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damage if that access is detected promptly and action is taken to prevent 

its spread to other devices and servers. Because you had a strong controls 

framework in place, had appropriate network segmentation and firewalls, and 

you are able to monitor the specific actions the threat actor or malware took, 

you are able to confirm that no data was exfiltrated from your environment. 

In addition, organizations need to focus on detecting unknown threats 

within the environment, leveraging data, environmental knowledge, and 

analytic methods (also called hunting). This enables organizations to discover 

previously unseen patterns and develop actionable insights about their 

businesses and environments to identify and understand threats. Having said 

that, this is something organizations need to mature into once they have 

their basic threat detection capabilities in place.

Most healthcare organizations are not proactively engaging the cyber enemy 

in this manner; if yours does, bad actors are likely to leave you alone and opt 

for easier prey. 

Proactive threat detection means establishing situational awareness 

throughout the organization and developing the capability to detect patterns 

of behavior that indicate, or even predict, compromise of critical assets. 

Effective threat detection must consider all of the following four dimensions, 

or approaches, to threat detection, as well as the subsequent people, 

process, and technology components. 

Here are the four dimensions of an effective threat detection capability and how to use them to defend your organization: 

• Activity-based: Detects suspicious behavior based on deviation from pre-established norms of people, network, 

or device activity (e.g., scanning of email attachments, beaconing of a workstation). To do this, use cyber 

monitoring tools to establish baseline activity patterns for your organization, then monitor on an ongoing basis for 

deviations from that baseline.

• Configuration-based: Identifies security misconfigurations in assets before bad actors take advantage of them for 

exploitation (e.g., logs from file integrity type solutions). To do this, hire an unbiased third party to “health test” 

your IT infrastructure. 

• Vulnerability-based: Identifies security holes that can be leveraged by a bad actor through exploitation of 

vulnerabilities. A custom vulnerability assessment can be part of the “health test” mentioned previously. 

• Intelligence-based: Identifies malware, bad actors, and other types of cyber threats active in healthcare so that 

proactive steps can be taken to mitigate the threats. 

Case in Point: 
Thwarting Locky

A recent real-life case 
demonstrates why healthcare 
organizations must adopt 
proactive threat detection 
and incident response. Threat 
analysts received alerts of 
malware infections on several 
servers at a major healthcare 
organization. These forensic 
security analysts were able to 
quickly reverse-engineer the 
suspected code to determine its 
expected behavior, identifying 
it as the Locky crypto-locker 
ransomware variant that has 
plagued enterprises globally. 
The analysts triggered a rapid 
response, which contained 
the healthcare organization’s 
damage quickly and prevented 
material impact on the client’s 
ability to provide patient services.
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Here are the key people, process, and technology components your organization must adopt to achieve an effective 

threat detection capability:

• People: Hire (either in-house or through expert security business partners) trained security personnel who can 

rapidly interpret security alerts, investigate, and escalate as appropriate, to manage and contain cyber risks.

• Process: Define, document and train your teams on processes for reacting to potential threats impacting your 

environment, such as alerts generated from breach detection systems. This includes integration with incident 

response processes, change management, and recovery processes.

• Technology: The effectiveness of your people and processes depends on good instrumentation, so you must 

install an appropriately integrated technology stack for proactive monitoring of your network. This includes 

real-time detection tools such as network- and host-based intrusion detection systems and security information 

and event management (SIEM) systems; investigative tools such as endpoint telemetry solutions and network 

monitoring tools; and access to a threat intelligence platform.

Support all of the above with reporting mechanisms that show the effectiveness of cyber threat detection and risk 

management activities in a manner that non-expert executives will understand. 

5. Robust Incident Response Plan
The linchpin of cyber resilience is a first-class cyber incident response plan 

coupled with regular exercises to test that plan and prepare for the worst. It’s 

common sense: data breaches are emergent, often chaotic situations, so it’s 

critically important to plan and drill in advance so that you are well prepared 

to manage through that chaos. Being prepared requires identifying the 

appropriate internal and external stakeholders, including retained external 

counsel, third-party incident responders, crisis management, notification 

firms as well as other entities embedded into the incident response. A 

carefully selected team with clearly identified roles and responsibilities is 

critical to a healthcare organization’s ability to respond effectively to a cyber-

attack and mitigate the resulting damages. 

Good incident response plans define the roles and responsibilities of cyber responders and establish clear initial action 

items. This includes communication and escalation procedures with processes for notification to internal and external 

resources that will lead an investigation or manage communications. Remember, preparing for the worst is not an 

admission of a weak or vulnerable network. On the other hand, a delayed, bumbling response to a security breach is 

what leads to patient data loss, exposure to regulatory action, and reputational damage. 

Incident Response Plan

Defined policies, processes, 
and playbooks that guide 
an organization’s response 
when cyber threats are 
detected (e.g., through breach 
detection capabilities or 
reported incidents).
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6. Frequent Testing to Drive Preparedness
Testing your plan and conducting periodic exercises to improve familiarity 

with it is also crucial. Think about an analogy with the firefighters’ 

philosophy of intense testing and drilling. Their lives depend on identifying 

and remediating any capability gap during training – not when they arrive on 

the scene of a burning building. Test your cyber incident response plan with 

tabletop exercises (or simulations), which ensure all participants understand 

their roles and expected actions by enacting various cyber-attack scenarios. 

Just as in the firefighter example, feed lessons learned back into the incident 

response plan, so that it continuously improves. 

7. Information Sharing
Finally, cyber resilience improves with participation in collaborative industry 

cyber information sharing organizations such as HITRUST CTX, which 

enable sharing of cyber threat intelligence and detection, response, recovery 

experiences and practices with peers, while the HITRUST CSF Assessment provides benchmarking of your organization 

against peers. Collectively, healthcare organizations stand a far greater chance of winning the cyber war. 

Conclusion: Shift to Resilience Now
Managing cyber threats is a complex problem requiring balance among rapidly evolving risks, changing business and 

industry environments, management expectations, and budget realities. But despite that challenging environment, the 

overarching strategy healthcare security leaders must adopt to manage cyber risks is simple: cyber resilience. 

What does Readiness 
imply?

Enterprise-wide incident 
response knowledge and 
training. For rank and file, 
this means cyber awareness 
and basic notification and 
behavior protocols. For incident 
responders, it means regular 
cyber simulation exercises 
(e.g., HITRUST CyberRX) and 
communications training.  
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Because securing the environment with 100% certainty is not possible, building cyber resilience – the cornerstones of 

which are proactive threat detection, incident response, and recovery – is key to healthcare risk management strategy. 

A well-governed cyber threat monitoring capability is a powerful differentiator in a healthcare organization’s security 

strategy, helping it keep tabs on regulatory compliance while monitoring the integrity of sensitive PHI, applications, 

and business transactions.

Healthcare organizations that adopt cyber resilience are well positioned to keep pace with the changing threat 

landscape – spotting and thwarting threats on the horizon to keep critical assets and intelligence from falling into 

the wrong hands. While the scope and level of capability implemented for cyber resilience will depend on the 

organization’s maturity, implementing this capability is a must!  For example, while the industry lags behind in 

participation and effective use of information sharing, it does not mean basic threat detection capabilities cannot be 

implemented to get value and reduce risk.

In today’s new reality, how a healthcare organization reacts to a cyber intrusion is equally important to how they 

prevent the event from occurring.

12 Steps to Kick-Start Your Cyber Resilience 

Because traditional “defense-in-depth” security and regulatory compliance are both insufficient to the task of 
mitigating cyber risk, HITRUST urges healthcare organizations to adopt cyber resilience. 

Here’s how to get started:

1. Accept that 100% prevention is impossible.

2. Adopt a “detect and expel” approach.  

3. Call on senior executives and boards to lead from the top, imbuing cyber-aware culture throughout 
your organization.

4. Adopt a comprehensive healthcare-specific controls framework (such as HITRUST CSF). 

5. Identify the high-priority assets your particular organization must protect most, and guide cyber 
detection, response tools and processes to where they are needed most.

6. Install appropriately integrated cyber monitoring technology. 

7. Hire (or outsource) savvy security experts to interpret and act on the alerts your monitoring 
systems generate.  

8. Subscribe to high-quality, actionable healthcare threat intelligence that flows quickly – i.e., while it is 
still relevant (e.g., HITRUST CTX).

9. Develop a formal incident response plan – i.e., a set of defined processes for rapid response when 
cyber incidents are detected.

10. Test and update that plan regularly, so everybody knows exactly what to do when the real threat hits.  

11. Vet the security posture of all your business partners – anyone who can access your network.

12. Benchmark against your peers with a HITRUST CSF Assessment.
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